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Decision/action requested

It is proposed to resolve editor’s note in the FS_eV2X_sec TR.
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Rationale

3.1. Section 5.6.3
Following editor’s note is found:

	5.6.3
Potential security requirements

The 5G System shall secure the eV2X UE Service authorization and revocation.

The eV2X UE Service authorization and revocation procedures shall be confidentiality, integrity, and replay protected.
Editor’s Note: It is FFS whether eV2X UE Service revocation is in scope of this Study.


Following is specified in SA2 TS 23.287 v16.0.0:
	(section 5.1.1)

The PCF in the VPLMN or HPLMN may revoke the authorization (via H-PCF when roaming) at any time by using the UE Configuration Update procedure for transparent UE Policy delivery procedure defined in clause 4.2.4.3 of TS 23.502 [7].
(section 5.5)

At any time, the operator can remove the UE subscription rights for V2X services from user's profile in the UDM, and revoke the user's permission to use V2X services.
(section 6.2.2)
If the serving PLMN is removed from the list of PLMNs in the service authorization parameters, the service authorization is revoked in the UE.


Thus, revocation is in the scope. 
4
Detailed proposal





It is proposed to agree on the following text proposal:
*************************************** Start of Changes *******************************************
5.6
Key Issue #6: Security of the UE service authorization and revocation

5.6.1
Key issue details 

KI#5 from TR 23.786 [5] is describing Service Authorization and Provisioning to UE for eV2X communications over PC5 reference point. Secure service authorization and revocation is important for the overall security of the eV2X service.

5.6.2
Security threats

An adversary that is capable of compromising the eV2X UE service authorization and revocation procedures can compromise the overall integrity of the eV2X system.
5.6.3
Potential security requirements

The 5G System shall secure the eV2X UE Service authorization and revocation.

The eV2X UE Service authorization and revocation procedures shall be confidentiality, integrity, and replay protected.

